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Abstract:

The most important aspect of security in computing is user authentication which is the process of confirming
the identity of users and granting such users access to their systems. Several graphical password schemes
have been developed as alternatives to traditional alphanumeric passwords to overcome issues associated
with user authentication problems present in traditional methods. Since the end users of each system are
humans and humans are gullible in the understanding of security concepts, human factors represent the
weakest part of a security system and the fundamental reason why many attacks on computers and systems
are successful. This paper is designed to investigate the influence of human factors such as gender, age and
familiarity on user choice of images for graphical passwords. In order to conduct acceptable and genuine
investigation, we proposed and tested a hybrid authentication prototype using celebrities’ images for face
based graphical authentication systems. A questionnaire was designed and distributed to participants who
partook in the prototype testing. Responses of the participants were collected and the data was analyzed via
SPSS. Our evaluations suggested promising result to indicate that user choice of images for graphical
password is affected by gender, age and the familiarity of system users to the images provided.
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1. Introduction

Human activity has changed and computing systems have very much affected the way people do things in
the past years [1, 2]. Computers and the internet have come and have remained a vital part of our daily lives
as many computers are connected to the internet every minute, and more computing devices are produced.
Pervasive, embedded, mobile and cloud computing have brought about a generation of ubiquitous and online
computing. With computers increasingly becoming “thin clients” and all forms of businesses and operations
now moving online, there is an ever growing concern on system security, especially as online threats are
becoming increasingly advanced and the need to share resources and data are ever increasing [3].

The most significant part of security in computing is user authentication, which aims to confirm the identity
of users and granting such users access to their respective accounts. Authentication methods are based on
four fundamental pieces of information: something the user is, something the user has, something the user
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knows, and recently proposed, someone the user knows. If the user of the system can provide proof in some
or all of this information, he/she is granted access to the system. A number of security software solutions
have been developed to protect the user and communication between the user and the system. However,
even using the very best of such software cannot guarantee 100% security because the end users are humans
and humans are weak in the adoption of security protocols [4].

Much research has been conducted on system security. However, attention has been primarily focused on
technical problems and solutions. Until recently, the role of human factors in system security has not been
recognized. Research has shown that human factors represent the weakest part of a security system and
system users are the weakest link in the security chain. As such, human factors are the fundamental reason
why many attacks on computers and systems are successful. Research has also shown that attackers always
try to take advantage of the weakest link and gain access to human activities on public forums and online
social networking websites to mine personal attributes such as age, sex and other sensitive information such
as to answer challenge questions (e.g. mother’s maiden name) [4]. In graphical password systems, end-user
behavior can affect their choice of images for password. As such, this presents a need to investigate the
effects of human factors such as gender, age, familiarity and culture on a user’s choice of images for
graphical password. This paper is aimed at investigating the effects of gender, age and familiarity of users to
images on the choice of image categories for graphical passwords. We proposed adopting pass faces
technology in this study due to its usability advantages despite its drawbacks as with other authentication
methods.

2. Literature review

For quite a while, Alpha-Numeric passwords have been dominantly used to authenticate users. Although
password spaces have been designed both to capture a wide range of characters, as well as to accommodate
lengthy passwords, users have become obsessed with using simple passwords often the names of relatives,
items or places, utilizing only a small fraction of this space. This also makes it easy for such passwords to be
easily guessed. Thus there has been a lot of effort to improve on this scheme, which included the
development of mnemonic passwords, character substitution, passphrases [5], etc. None of these innovations
was however able to entirely solve the problem of text passwords.

Text passwords were then followed by graphical authentication schemes. The first graphical authentication
scheme was proposed by Blonder in 1996, and it used predefined tap regions within one image as password.
The user was authenticated by clicking on the tap points in a definite order. Although it suffered from being
predetermined, having a small password space as well as vulnerability to shoulder surfing, it formed the
basis of some of the best graphical authentication systems [6]

Figure 1. Blonder method

Another graphical password scheme based on the Hash Visualization technique was proposed by Dhamija
and Perrig as an improvement to previous schemes. In this scheme, the user is required to select a number of
images from a set of random images generated automatically by the system. A user is only required to
identify the preselected images in order to be authenticated. However this method also suffered from
weaknesses such as the fact that each user selected image needs to be stored by the server in a plain text and
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the process of selecting a set of images from the image database can be tedious and time consuming. Users
also encountered difficulty recognizing their chosen images and the scheme itself was vulnerable to social
engineering, shoulder surfing as well as intersection attack [7]

Figure: 2. A sample of Dhamija and Perrig scheme [8]

The Passfaces method was introduced by Real User Corporation [8]. This method allowed users to choose
four images of human faces from the image database. The selected face images are stored as the user’s
password. During the authentication stage, the user is presented with a grid consisting of nine faces,
including the previous face chosen by the user and eight decoy faces. The user is then required to recognize
and click anywhere on his/her previously selected faces.

The procedure is repeated in several rounds. The user is authenticated if he/she correctly identifies his/her
previously chosen faces [9]. The technique is based on the assumption that people can recall human faces
easier than other pictures [10]. When Passfaces was used to investigate the vulnerability of human faces to
descriptions [11] and how authentication could be done using such descriptions, the likelihood of users
choosing decoys instead of original images was discovered, when the description of the original image was

given.
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Figure 3. A Sample of Passface scheme [8]

Three schemes were proposed and implemented by Sobrado and Briget in 2002 to overcome the problem of
shoulder surfing attacks. Shoulder surfing is the ability of someone to observe a user’s password entry on the
system by simply looking over their shoulders [12]. In their schemes, at each authentication, a user is
presented with many icons on a computer screen in which he is expected to locate his password images
among many decoy images. In the first implementation, a user had to locate any three of his chosen
password images and click inside the triangle formed by those images in order to authenticate. In the second
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method, the user needed to position one of his chosen images in a movable frame, and then move the frame
to align with any other two of his chosen images to authenticate. In the third scheme, the user had to locate
any four of his chosen images and then click on the point of intersection of the invisible lines joining the
images placed at the opposite vertices of the quadrilateral formed by the four images. Although the system
may have good security, it may suffer usability flaws [12, 13].
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Fig. 4: Sobrado and Birget schemes [15]: a — Triangle, b — Movable frame, ¢ — Intersection. [12]

Another method was proposed by Hong et al as an improvement to the existing schemes in which the user
assigns his own codes to each of his preselected pass images. In this scheme, a user is required to assign
his/her own code and also need to memorize his/her assigned code. The need to memorise the code,
however, meant that it suffered the same usability flaws as the system it sought to improve upon [12].
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Fig. 5 : Shoulder surfing resistant scheme by Hong et al. [12]

Picture Password Scheme was also proposed in 2003. This method was designed for handheld devices like
Personal Digital Assistants (PDAS). A user is required to select a theme identifying the thumbnail photos to
be used and then registers a sequence of thumbnail images used for his password during enrollment. After
the PDA is switched on, the user will be asked to supply the current enrolled image sequence for verification
to logon to the device. The user may change his password by selecting a new sequence or theme after
successful authentication. However, the addition of shift key will make the memorability of the created
password become more complex

and difficult [13].
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Enter Passcode

Fig. 6: Picture Password Scheme, 2003 [13]

The story scheme was also proposed in 2004 by organizing the available picture into nine categories as
follows: animals, cars, women, food, children, men, objects, nature and sport. According to this scheme, the
users have to select their passwords from the mixed pictures of nine categories in order to make a story
easily to remember. According to the researchers, this method can be used without users having to define a
story for themselves. Research also showed that the story method was more difficult to remember than the
Passface scheme [13].

Fig. 7: Story Scheme, 2004 [13].

A usable graphical password scheme known as Jetafida scheme was proposed in 2008. The aim of this
method was to implement all the usability features in a single algorithm. During registration, the user is
required to select three pictures as his/her password and then sort them according to the way he/she wants to
see them in the login phase. The user password images are mixed with seventeen color pictures in login
phase. According to the article, all the usability features in the scheme were implemented successfully. The
research article did not, however, investigate any of the security issues of the system [14].
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Fig. 8: Jetafida Scheme, 2008 [14].

In an earlier study to investigate the risk of shoulder surfing [15] associated with a variety of authentication
schemes, however, it was discovered that there was no difference in terms of vulnerability between difficult
text based passwords and common graphical authentication schemes. It was also seen that users found it
equally difficult to remember multiple graphical passwords [16]. Although some studies have shown
graphical passwords to be more user friendly, their usability may in fact be closer to text passwords when
looking at retention with respect to multiple passwords.

Researchers in [15] studied the use of Passpoints for user authentication. Although similar to Blonder’s
authentication scheme, in that the user needed to select a group of points from an image, it allowed users to
select points from any part of the image. The results were a great success for graphical authentication
systems, yet they also suggested that graphical authentication systems were more difficult to learn and
graphical passwords more difficult to remember. Feedback from user evaluation of this graphical
authentication systems was, however, not conclusive.

There have been a lot of concerns with regards to graphical authentication systems, most especially with
regards to password space and shoulder surfing attack. Further test conducted on Passpoints in [17] with
both field and lab tests, had field tests showing less success rates and some security concerns such as the use
of common password patterns.

Fig. 9: A sample of Passpoints Sytem

As an improvement to Passpoints, Cued Click Points (abbreviated CCP) was proposed in [18]. Though
similar to Passpoints, it allowed the user to select each point from a different image. This saw a great
improvement in both security and usability as the user only needed to remember a point on each image. This
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system, however, also came to face the same problems as Passpoints. One of these was the fact that it had
the same pattern and hotspots as the Passpoints scheme.
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Fig. 10: A sample of CCP Scheme

A further security improvement was made on the development of Cued Click Points system by the
development of a technique known as Persuasive Cued Click Points [19]. The new system maintained the
features of the CCP, with improvements only at the create login phase. The system encouraged random click
points and discouraged hotspots, thereby greatly improving security of the system.

With all these improvements, however, usability still remained the bottleneck in system design, although in
a statistically insignificant manner. Apart from security and usability, one important consideration in the
design of modern systems is consistency, which is being violated in the move from text to graphical
authentication systems as most people are used to text based authentication systems.

Rather than a total replacement of text based passwords, it is suggested that a combination of graphical and
text based passwords will be more desirable. Several security advantages of such a combination over
traditional text passwords such as better password strength (or space), better protection from password
guesses, protection from phishing and man in the middle attacks were given to support this idea [20]. This
system shall consider varieties of face based images, with the aim being to find a solution to the problems
inherent in the earlier schemes and maintaining better security and usability while supporting concurrency.

3. New Prototype Design

In this research, the pass faces technology was adopted in the system design due to its usability advantages.
The hybrid prototype is categorized into Sport model, Non-Sport model and Mixed model (a combination of
sport and non-sport models) and each model consists of faces of celebrities from three major sport or non-
sport categories. Faces of Football stars, Basketball stars and Wrestling stars were implemented in the sport
model while non-sport model used face images of movie stars, music stars and famous non sport celebrities.
The researchers deviated from implementing the idea of using the faces of unknown people in this study in
order to improve the usability of the new system because users prefer to create their passwords with images
that are familiar to them. The prototype of a system known as sports faces which is similar to our system has
been developed earlier by researchers. However, sports faces is more concerned about the security of the
system. The sports faces model was designed using the faces of all sports celebrities and the national flags of
all countries that had participated in football and cricket in a particular FIFA world cup competition [21].

In the Sports faces scheme, a user has to select twelve images from a particular category (i.e. football or
cricket): one country’s flag, three players belonging to that particular country and the process is repeated
thrice during registration [21]. Sports faces offers security advantages such as resistance to shoulder surfing
attack, exhaustive search and guessing attacks as multiple levels of challenges are involved during the
registration phase. This study considered a slightly different approach due to the belief that some users may
not be familiar with cricket or football or do not have interest in such sports categories coupled with a
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perception of the long period of time taken to create a password. This meant that the system suffered serious
usability flaws.

Fig 11: Last screen of user registration phase in sports faces [21].

The new system combined the traditional text based and graphical passwords technologies with maximum
flexibility as the researchers believed that a user may have an interest in either sports or non-sports or a
combination of both. As such, users have an opportunity to select images from sport category, non-sport
category or mixed category in a single authentication window. Regions (i.e. Africa, Europe and Asia) where
each selected sport or non-sport types (i.e. football, basketball, music, movies etc.) belong to, have been
provided in the prototype to improve user convenience and password security as shown in figure 12.

Tvpe
Category FOOTBALL, :
5% BASKETBALL, Region
| ape W
SPORT RESTLING
MODEL AFRICA
= MOVIES,
NON- MUSIC,
SPORT ————3 | FAMOUS EUROPE
MODEL
MIXED
ODE FOOTBALL, (" '
MODEL \ paskeaLL, | / /. a ASIA
— WRESTLING, | / 7~
MOVIES, //
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FAMOUS

Fig 12: Processes of the model prototype
3.1 Registration Phase

After h/she has created ID and password, a user is allowed to select sport or non-sport types (i.e. football
basketball, movies, music etc.) from the above mentioned categories, and then select the region (i.e. Africa,
Europe, Asia etc.) where each selected sport or non-sport type belongs to, and finally the images of three or
six celebrities from the selected region depending on the user choice are selected for registration.
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Fig 13: Image based registration interface

3.2 Login Phase

In login phase, a user is only required to enter his/her created id and password and then select the correct
images from the sequence of nine images displayed by the system including the decoy images. Although
users are not required to remember the sequence of their chosen images, he/she must select the exact number
of images he/she had selected during password creation for successful authentication.

——

Fig 14: Image based login interface
4. Methodology

4.1 Participants

The experiment was conducted with a total of sixty (60) participants all of whom were Undergraduate and
Postgraduate students of Kebbi State University of Science and Technology, Aliero, Nigeria who
volunteered to take part in the experiment. This research was also conducted as a laboratory experiment in a
within subject design, i.e. all participants received the same treatment by going through all of the

experimental procedures the same way [22]. The following tables show the gender and age distribution of
the participants.
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Male Female
Football 14 3
Basketball 1 0
Wrestling 11 1
Total 16 14
Movies 4 9
Music 4 11
Famous 1 1
Total 9 21
Grand Total 25 35

Table 1: Gender Distribution Table

Table 1 shows the gender distribution of all the participants who volunteered to take part in the proposed
prototype testing. The experiment was conducted with a total number of 25 (16 and 9 for sports and non
sports respectively) male and 35 (14 and 21 for sports and non sports respectively) female participants who
participated in the prototype testing.

B | 1R | 2105 | 2408 | 1709 | 50D | 3338 | S
CN I I T A O - O I R

Table 2: Age Distribution Table

Table 2 shows the age distributions of all the participants who partook in the prototype testing. Participants
were distributed according to the range of their ages. For example, 14 participants were <18 years, 19
participants were in the category 18-20 years, 8 participants were in 21-23 years, 4 participants were in 24-
26 years while 5, 6, 2 and 1 participants were in 27-29, 30-32, 33-35 and 33-35 years respectively.

4.2 Experimental Procedure

Data collection for the study was conducted in a controlled laboratory environment where participants
worked with the experiment instructor in an isolated room to avoid any distractions. Participants were first
given a questionnaire containing their demographic details including age, gender, level of proficiency with
computers, etc. The participants were then given a brief introduction to graphical authentication system and
the new prototype systems. After that introduction, participants received a short training session on how the
new prototype system is used. Because the participants were very familiar with alphanumeric passwords,
they received no training on this kind of authentication scheme [22].

Initial training and demonstration of the new prototype system was carried out using a laptop computer and
projector to demonstrate and exemplify the use of the new prototype system to register a user and allow him
to login to the system. Participants were organized in the form of a latin square and used the system for a
period of three weeks. The system allows participants to supply a username, password and choose from a
grid of images which will serve as their pass-image. The participants supplied a text password and the
system demands that both the text password and the pass-images coupled with their username are supplied
during login.

Three Hp laptop computers with high resolution were used throughout the experiment. Participants were
assigned to use the graphical password prototype system to select the images of their choice for
authentication. Participants were given privilege to use any model (i.e. sport, non-sport or mixed models) of
their choice. Participants were required to partake in three trials, first trial, second trial after one week and
finally third trial after two weeks. It is believed that the number of trials and the intervals between the three
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trials will assist in password memorability assessment, as such; the researchers monitored the password
memorability level of participants after each trial.

The use of the system prototype was subdivided into two phases namely registration phase and login phase.
Registration phase involved multiple levels of challenges because a participant must select his password
image from one of the three categories including category type before he/she proceeded to the region where
a particular category type belonged for successful registration. In order to measure the performance of the
proposed system, the researchers have captured the registration time, login time, login success rate and
number of attempts at each trial.

During registration in the first trial, a participant is required to create his text based username and password
before he proceeds to the graphical password section. In this section, a participant is required to manage
multiple levels of challenges such as selecting category (i.e. sport, non-sport or mixed models), selecting
category type (i.e. football, music or famous etc.), selecting region for each type of category he had selected
(i.e. Africa, Europe, or Asia) and then select the images of celebrities that appeared in the selected region,
depending on the number of images he had selected (i.e. 3 or 6 images.) to create his password. Having
followed the above steps successfully, a dialog box showing “user registered successfully” is displayed.

At the second phase or login phase, a participant is only required to enter the username and password he had
created during registration phase after which a window containing all images he had selected during
password creation including decoy images is displayed. At this stage, the user is only required to select the
correct images he had chosen during registration after which a dialog box is displayed with the words:
“authentication successful”. Questionnaires containing thirty nine questions were distributed to participants
after each trial. Questions regarding user image selection behavior, usability features of the prototype, and
the overall system performance were answered by the participants after each trial.

4.3 Experimental Evaluation

The researchers only considered participant’s image selection behavior in this study (i.e. their attitude
towards selecting the images of celebrities for graphical password). The completed questionnaires were
collected and responses of the participants towards their image selection behavior during the prototype
testing were recorded and analyzed. Participants were categorized according to gender and age groups.
Questions in the questionnaire included; which category of prototype a participant is familiar with, which
category type a participant is familiar with, and which region of the celebrities will a participant select his
images for password from, depending on the category of the celebrities chosen (Football, basketball, music,
movies etc). All responses of both female and male participants regarding the these questions were gathered
and analyzed using SPSS software.

5. Result Analysis

After analyzing the responses of the participants regarding the stated questions during prototype testing
using descriptive statistics and chi-square statistical methods, the researchers found reliable results on image
selection behavior of male and female participants. Results on the familiarity of participants with celebrities
in terms of the participants’ age groups and the regions of the celebrities were also taken into consideration
in this study.

5.1 Effect of gender on user choice of images for graphical password

Tables 3(a) and 3(b) shows the type of sport/ non-sports provided in each category of the prototype and the
numbers with percentages of male and female participants and their chosen images from either sports or
non-sports types (i.e. No of participants per category type). From the results it can be seen that 14 (82.4%)
out of the population of male participants and 3 (17.6%) out of the population of female participants agreed
to create their passwords using images of football celebrities, 1 (100%) and 0 from the population of males
and females respectively agreed to create their passwords using images of basketball celebrities, 11(91.7%)
males and 1(8.3%) female agreed to use images of wrestling celebrities for their password. In non-sports
prototype, only 4(30.8%) male and 9(69.2%) female participants agreed to use images of movie celebrities

http://www.casestudiesjournal.com Page 11



http://www.casestudiesjournal.com/

Impact Factor 4.428 Case Studies Journal ISSN (2305-509X) - Volume 14, Issue 4-Apr-2025

for their passwords while 4(30.8%) males and 9(69.2%) females agreed to choose the images of music
celebrities for their graphical passwords and finally, 1(50%) male and 1(50%) female agreed to use the

images of famous people as their chosen passwords.

Gendar
Mzl Female Total

Sports, Foothall Count 14 3 7

e within Gender BT 5% 214% | 6%

Bashetball  Count 1 0 1

e within Geender B.3% 0.0% 33%

Wirestling Couanit 1 11 12

e within Geender 86.3% TEEW | 400%

Total Count 16 14 0

e within Geender 100.0% 10000 | 100.0%

Table 3 (a): category type per no. of participants by their gender
Gender

Wk Famsls Totsl
MonSport Mowes Counit 4 -] i3
o within Gender 44 4 42 5% 43.3%
b usic: Cousnit 4 i1 15
e within Gendar 44 430 EZ 4% ED.O0%
Famous Counit i i Z
e within Gender 11.7% 4 B B.T%
Totsl Counit - 21 20
% within Gender 100.0% LR ) 100.0%

Table 3 (b): category type per no. of participants by their gender
Bar Chart
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Fig 15: Category type per no. of participants Chart for Non sport model
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Fig 16: Category type per no. of participants Chart for sport model

5.2 Effect of age group on user choice of images for graphical password

<18 | 18- | 21- 24 | 27- 30- | 33- | =35
20 23 26 29 32 35
Sports | Foothall 3 8 4 1 0 0 1 0
Baskethall 1 o 0 o 0 0 0 0
Wrestling 1 4 2 o 3 2 0 0
Mon | Movies 4 4 1 1 0 3 0 1]
Sports
Music 5 3 1 2 2 1 1 0
Famous 0 0 ] 0 ] ]

Table 4: Category type per age group of participants

Table 4 shows the number of participants in each age group that participated in the prototype testing and

category type from which participants under each age group have chosen their images for graphical
password.

Bar Chart
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Fig 17: Age group per number of participant chart for Sport model
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Fig 18: Age group per number of participant chart for Non sport model

Fig 17 and 18 shows the range of age groups per number of participants within each age group who have
chosen their images for password from the various types of sports and non-sports category. Within the
football category, the highest number of participants (8) with 47.1 % is in the 18-20 years group followed by
the less than 18 year group with 3 participants (17.6%) and the 21-23 years group with 4 participants
(23.5%). This shows that out of the 17 participants that chose football, 15 of them fall within the less than 18
and 24 year age group indicating that younger age groups were mostly interested in football. While not
much can be said for basketball (having only 1 respondent), the number participants for wrestling show a
more diversified age group distribution of age groups with 7 respondents within the less than 18 and the 21-
23 year age group and 5 respondents in the group of 27-29 years (3 respondents) and the 30-32 years group
(2 respondents).

In the non-sports model, higher numbers of participants from the movies category shows that younger age
groups are more interested in using images of movie celebrities for their passwords with 4 participants each
(30.8%) for the <18 and the 18-20 groups and 1 participant (7.7%) in the 21-23 age group, totaling 9 out of
the 13 movie participants, though 3 participants (23.1%) are in the 30-32 age group. In the music category
also, higher numbers from the younger age groups (5 participants (33.3%) in the <18, 3 (20%) in the 18-20)
out of the 15 recorded respondents showed more interest than the other age groups. It is interesting to note
that respondents have been recorded for all the age groups meaning that all the age groups have interests in
music but more from the younger age groups. All the 2 participants that showed interest in famous
personalities are from the 33-35 (50%) and beyond 35 years (50%).

5.3 Familiarity of users with images of celebrities from their respective region

Fegion
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Sports Football Coount 10 [i] 17
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Baskethsll Count 1 L] 1]
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Taotal Count z z i} 30
% within Riegion 100.0% 106D 0 100.0% 10000

http://www.casestudiesjournal.com Page 14



http://www.casestudiesjournal.com/

Impact Factor 4.428 Case Studies Journal ISSN (2305-509X) - Volume 14, Issue 4-Apr-2025

Table 6: Region of each celebrity per no. of participants for Sport model

Region
Africa Asiz Esrops Total

Mo nSport Mowies Gt ] [ 2z 13
e within Region L 45 F%% Z25.0% 43 3%

s ic Gt 3 T i 15

% within Riegion 333 B3 B B2 5% LR

Famows Cionant 1 4] Z

% within Riegion 11.17% [ 12.5% [0S

Tatsl Cionsnt ] i3 ] 30
e within Region 1000% 1000 1000 100.0%

Table 7: Region of each celebrity per no. of participants for Non sport model

Table 6 and table 7 shows the number of participants who had chosen the images of celebrities from a
particular region based on the type of prototype used during testing. More than half, 58.8% of participants
that selected password images from the football celebrities selected mostly from Africa (10) and 35.3% from
Europe (6), and 83.3% of those that chose from images of wrestling celebrities displayed more interest in
European wrestling stars (10 participants). From this table also, 46.2% of participants showed interest in
movie celebrities from all the regions with images of Asian movie actors used mostly (6) followed by
African movie stars (5) having 38.5% and lastly European movie stars (2) having 15.4%. Similarly, 46.7%
of participants were found to be interested mostly in Asian music celebrities (7) and 33.3% for those of
European region (5) and least recorded is that of the African music celebrities with 3 respondents (20.0%).
The two (2) respondents that selected images of famous personalities chose those from Africa and European
region.
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Fig 19: Number of participants per region chart for None sports model
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Fig 12: Number of participants per region chart for Sports model

The charts in figure 11 and 12 shows that respondents in this study are more familiar with sports celebrities
from Africa and Europe with total number of 12 respondents and 10 respondents respectively and only 5
respondents are familiar with non-sports celebrities such as movies and music celebrities of African region.
We have found that non-sports celebrities such as music and movies celebrities in Europe have the highest
number of 14 participants who are familiar with their images during non-sports prototype testing. The
researchers also found out that 10 participants are also familiar with non-sports celebrities of Asian region
with only 5 participants who are also familiar with sport celebrities of the Asian region.

6. Results Discussion

At the end of prototype testing, questionnaires containing responses of participants were collected and
analyzed and we have found and categorized our result as follows:
I. The effects of gender on user choice of image for graphical password

This study confirmed that most of the female participants were interested in images of movies and music
celebrities for their graphical password because they are likely to be more familiar with and be able to
remember faces of the movies and music celebrities or they are likely more interested and indulge in movies
and music than other category types such as sporting activities. Similarly, our study also confirmed that male
participants were interested in using images from football players and wrestlers for their graphical
passwords and this shows that they are likely to recall images of football players and wrestling stars or they
are likely more interested in such images than the images from other category types.

ii. The effects of age on user choice of images for graphical password

This research has confirmed that participants within the age range of 18-20 have chosen their images from
those of football, music and movies stars and this implies that they are most likely more interested in such
category types or they are most likely more familiar with images from football, music and movies.
Participants with less than 18years tended to use images of movies and wrestling stars to create their
graphical passwords. As such, they are most likely interested or most likely more familiar with images of
movies and wrestling stars. The study has also confirmed that participants within the ages of 21-23 and 24-
26 have chosen their images from movies, music, football and basketball and this shows that they are most
likely more interested in such images or that they are more familiar with such images. The study also
confirms that the participants with age range of 27-29, 30-32, and 33-35 have chosen the images of music,
movies, wrestling and football and with the above response; we can conclude that participants within the
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above age group are most likely more familiar with their chosen images or that they are more interested in
the images from the categories they had chosen.

iii. The effects of familiarity on user choice of images based on regions:

This research has found out that participants have chosen images from different regions and has noticed that
their chosen images are based on the familiarity of the participants with players from such regions. Users
who chose wrestling were found to be mainly interested in those from Europe and those who were interested
in football were primarily interested in African and European footballers. In the movies category, Africa and
Asia were shown to be the regions majority of the users were familiar with. For music celebrities, Asian
musicians were mostly chosen by the users even though higher instances were recorded for both African and
Asian music celebrities.

7. Conclusion and future area of research

Previous research on system security has been primarily focused on technical problems and solutions. Until
recently, the role of human factors in system security has not been recognized. Research has shown that
human factors represent the weakest part of a security system and system users are the weakest link in the
system security chain, hence, human factors are considered the fundamental reason why many attacks on
computers and systems are successful [4]. In this paper, a hybrid authentication scheme was developed and a
comprehensive study was conducted to ascertain the effects of human factors such as gender of the
participants, age group of the participants and familiarity of the participants with their choice of images for
graphical passwords based on regions. Our study showed that user’s gender plays a role on their choice of
images for passwords as it has been observed that selection of password images has placed a significant
weight on the category of the images chosen by different genders. Age groups have also been observed to
affect the choice of certain image categories where users belonging to a certain age group prefer images
from a certain category as opposed to other groups. Similarly, the regions of the celebrities also have an
impact on the familiarity and the memorability of the users who choose images of celebrities from them. The
study can be extended to investigate the effect of other human factors such as skill, culture etc. and more
category type and region can be added for future research. Participants used for conducting this study were
all University students with common cultural background, but another exciting result can be achieved by
using participants with different cultural background.
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